MonoxeHne 06 obecneyeHM 6e30MaCHOCTY NEPCOHANbHbLIX AaHHbLIX MPU X 06paboTKe
B MH(OPMALMOHHbLIX CUCTEMAX MePCOHabHbIX AaHHbIX

1. Hactosuwee [MonoxeHne ycTaHaBnvMBaeT TpeboBaHUA K ob6ecrevyeHuto 6e30MacHOCTU
MepcoHasnbHbIX AaHHbIX NPU UX 06paboTKe B MHOPMAaLMOHHBLIX CUCTEMAX MEPCOHaNbHbIX
[aHHbIX, NPeACTaBALWMX COO0M COBOKYMHOCTb MepCOHaNbHbIX faHHbIX, COAepXalnxca B
0asax [faHHbIX, a TakXe WHPOPMaLNOHHbBIX TEXHONOMMA W TEXHUYECKUX CPeACTs,
MO3BONALLNX OCYLLECTBNATL 06pPabOTKY TaKMX MePCOHa/bHbIX JaHHbIX C MCNOMb30BaHMNEM
CpefcTB aBTOMaTU3auuu (ganee - MHPOPMaLNOHHbIE CUCTEMDI).

Moa  TEXHUYECKMMW  CpeAcTBaMM,  MO3BONAOWMMKW  OCYLWECTBNATb  06paboTKy
MEePCOHaNbHbIX  [aHHbIX,  MOHMMAKTCA  CPEACTBa  BbIYUC/INTENbHOW  TEXHUKM,
MHPOPMaLMOHHO-BbIYNCINTENbHbIE KOMMMEKCHI WM CeTW, CPeAcTBa M CUCTEMbI Mepeaauw,
npvemMa ”n 06pabOTKM MEPCOHaNbHbIX [AaHHbIX (CpeAacTBa M CUCTEMbI  3BYKO3amucy,
3BYKOYCW/IEHWS, 3BYKOBOCMPOM3BEAEHUS, NEPEroBOPHble U TENEeBU3NOHHbIE YCTPOICTBA,
CpeacTBa WM3roTOBMIEHUS, TUPAXWPOBAHUS [OKYMEHTOB W ApYyrve TeXHUYeckue cpeacTsa
00paboTKM peyeBOir, rpaMyeckoir, BMAEO- U OYKBEHHO-UMGPOBOM MHPOpMaLmm),
nporpaMmHble cpefAcTBa (OMepayuoHHble CUCTEMbI, CUCTEMbI YMpaBneHns 6a3aMy AaHHbIX
M T.N.), CPeACTBa 3aWUTbl MHPOPMaLMK, NPUMEHSAEMbIE B MHDOPMALMOHHbIX CUCTEMAX.

2. be3onacHoCTb  MEPCOHa/bHbIX  AAHHbIX  LOCTUraeTca  NyTemM  UCK/0YeHus
HecaHKLMOHMPOBAHHOIO, B TOM 4KUC/e CNyyYarlHOro, AocTyna K NepcoHanbHbIM [aHHbIM,
pe3ynbTaTOM KOTOPOr0 MOXET CTaTb YHWUYTOXEeHWe, U3MeHeHue, 610KMpOoBaHue,
KONuMpoBaHMe,  pacnpocTpaHeHMe  MNepCcoHaNibHbIX  fAaHHbIX, &  TakKXe  WUHbIX
HecaHKLMOHUPOBaHHbIX AEACTBUNA.

Be3onacHOCTb MepcoHasibHbIX AaHHbIX NPU UX 06paboTKe B MHMPOPMALMOHHbLIX CUCTEMAX
obecneymBaeTCcsi C MOMOLLbKD CUCTEMbI 3alWUTbl MEPCOHANbHbIX AaHHbIX, BKKYalOLW e
opraHu3ayMoHHbIe Mepbl U CpeacTBa 3awuTbl MHGpopMaLmy (B TOM yYucie WUgpoBanbHble
(KkpunTorpaduueckne) cpefcTea, CcCpeacTsa npeaoTBpalleHVMs HeCaHKUMOHMPOBAHHOIO
[OCTyna, YTeyknm uHgpopmMaumm Mo TeXHUYECKUM KaHanam, MNporpaMMHO-TEXHUYECKUX
BO3JENCTBUIA Ha TeXHUYEeCKMe cpefcTBa 06pabOTKM MepCcoHanbHbIX [AaHHbIX), a TakXe
NCcnonb3yemble B MUHPOPMALMOHHON CUCTEME MHPOPMALMOHHbIE TEXHONOTMU. TeXHUYecKune
N nporpamMHble CpefcTBa A0/DKHbI YA0BMETBOPATL YCTaHaB/IMBAEMbIM B COOTBETCTBUM C
3aKoHodaTenbcTBOM Poccuitickonn ®epepauun TpeboBaHUsIM, obecneynmBatoLLMM 3aLUTY
NH(opMaLNN.

Ons  ob6ecneyeHns 6e30MacHOCTM  MepCOHasNbHbIX AaHHbIX Npu  uUX 06paboTKe B
MH(OPMALMOHHbLIX CUCTeMax OCYLLeCTB/SETCA 3awuta peyeBorM  MHGpopmayum nu
MH(opmaumn, o6pabaTbiBaeMOn TEXHUYECKMMMW CPeAcTBaMU, a TakKXe WHQopMauuu,



npeAcTaBNeHHOW B BUAe MH(POPMATUBHBIX 3/IEKTPUYECKMUX CUTHANOB, (YU3NYECKMX MNOSEMN,
HocuTenein Ha 6yMaXKHO, MarHUTHOW, MarHUTHO-ONTUYECKON U MHOI OCHOBE.

3. MeTogbl ¥ Ccrnocobbl  3aWMUTbl  MHMOPMALMW B WHMOPMALMOHHBLIX CUCTEMAX
yCcTaHaB/mMBaloTca defepanbHOR CnyX60M N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOJIHO U
depnepanbHoint  cnyb6oin  6esonacHocTM  Poccuiickoin ®defepaumn B npegenax  ux
NMOTHOMOYNIA.

[0CTaToYHOCTL MPUHATBLIX Mep Mo ob6ecrnevyeHUto 6e30MacHOCTU MepCcoHasbHbIX LaHHbIX
npu ux o06paboTke B MHPOPMALMOHHLIX CUCTEMAX OLEHWMBAETCA MpPU MNPOBEAEHUNU
rocyfiapCTBEHHOro KOHTPONA M HaA30pa.

4. PaboTbl no obecrnevyeHUto 6e30MacHOCTM NEPCOHaNbHbIX JaHHbIX NpUM UX 06paboTKe B
NH(OPMaLNOHHBLIX CUCTEMAX ABNAKOTCA HEOTbeM/IeMOM 4acTbid paboT Mo Co3faHuto
NH(OPMaLNOHHBIX CUCTEM.

5. CpeacTBa 3alWTbl MHGpOPMaLUK, MNPUMeEHSiEMble B MHMHOPMALMOHHbLIX CUCTEMAx, B
YyCTaHOB/IEHHOM NOpPsiAKe MPOXOAST NPoLUeaypy OLEHKU COOTBETCTBUS.

6. WH(opmMauNOHHbIE CUCTEMbl KnacCUMUUMPYOTCA TOCYAapCTBEHHLIMW OpraHamu,
MyHULUMNANbHBIMKM ~ OpraHamu, HOPUANYECKNMU nnm (pM3nyeckumm  muamu,
opraHusyrowmmMn n (M) oCcyLLLecTBAAWMMN 06paboTKy NMepCcoHanbHbIX AAHHbIX, a TaKXe
OMpefeNAlWMMN  LUeln U CofepaHue 06paboTKM MNepcoHanbHbIX [AaHHbIX (ganee -
onepaTtop), B 3aBUCUMOCTM OT Oobbema 06pabaTbiBaeMbiX MMMK MEPCOHaNbHbIX AAHHbIX Y
yrpo3 6e30MacHOCTM XNU3HEHHO BaXXHbIM UHTEpecam MYHOCTK, 06LLeCTBa U rocyaapcTsa.

MopsgoK NpoBeAeHUs KnacCUpMKauum MHPOPMALUMOHHBIX CUCTEM YyCTaHaBIMBaeTCA
COBMECTHO deflepanbHON CNYXXO0M N0 TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOSIHO,
depnepanbHoOin  cnykb6oil  6e3onacHocTu  Poccuiickor  Pepepaunn 1M MUHUCTEPCTBOM
MH(OPMaLMOHHBIX TEXHONOTUIA 1 CBS3N Poccuidickoi degepaunn,

7. O6MeH nepcoHanbHbIMK JaHHbIMKU NpU UX 06paboTKe B MH(POPMALMOHHBLIX CUCTEMAX
OCYLLLeCTBNAETCA MO KaHanam CBA3W, 3aliMTa KOTOPbIX obecrneynsaeTcs nyTem peannsauun
COOTBETCTBYHOLWMX OPraHuU3auMoHHbIX Mep u (Man) nyTemMm MPUMEHEHUS TEeXHUYECKUX
CPeAcTs.

8. Pa3melieHVe WHHOPMALMOHHLIX CUCTEM, CMeunasbHoe 060pyAOBaHME U OXpaHa
nomelleHnid, B KOTOPbIX BeAeTcs paboTa C MNepcoHaNbHbIMU AaHHbIMMW, OpraHu3aLus
pexuma obecrnedyeHns 6e30MacHOCT B 3TUX MOMELLEHUAX [O0/MKHbI 06ecneymBath
COXPaHHOCTb HOCUTE/NEN MepcoHanbHbIX AaHHbIX U CPEACTB 3aliUTbl MHPOPMaLUK, a TaKxke
MCKNOYaTb BO3MOXHOCTb HEKOHTPONMPYEMOr0 MPOHUKHOBEHUS MNW NpebbiBaHUS B 3TUX
MOMELLLEeHUAX NOCTOPOHHUX INLL.

9. BO3MOXHble KaHanbl yTeYku MHpopmaumm npu 06paboTKe NEpCOHanbHbIX [aHHbIX B
MH(OPMALMOHHBIX cucTemMax onpegensatoTca defepanbHOR CnyX60i N0 TEXHUYECKOMY U
3KCNOPTHOMY KOHTpPO/O 1 ®efepanbHOM cnyx60i 6esonacHocTn Poccuinckoin depepaumm
B npegeniax ux nosHOMOYNIA.



10. be3onacHOCTb MepCOHaNIbHbIX AaHHbIX NPU X 06paboTKe B MHOPMALMOHHOW cucTeme
obecneymBaeT onepaTop WAN NULO, KOTOPOMY Ha OCHOBaHWW [OroBopa onepaTop nopy4aet
006pab0oTKy MepcoHanbHbIX [faHHbIX (fanee - ynosIHOMOYeHHOe nuo). CyLleCTBEHHbIM
yCcnoBMeM [oroeBopa fBNseTCcA 00683aHHOCTb YMNO/IHOMOYEHHOro /unua obecneynTsb
KOH(PUAEHLNANbHOCTb NEePCOHAsbHbIX faHHbIX M 6€30MacHOCTb NepCOoHaNbHbIX faHHbIX NPy
nx 06paboTKe B MHHOPMALMOHHON cUCTEME.

11. Mpwn o06paboTKe MepcoHasbHbIX AaHHbIX B MH(OPMALMOHHON CUCTEME [O/HKHO ObITb
obecneyeHo:

a) npoBeaeHue MEeponpUSATUIA, HanpaBNeHHbIX Ha npefoTBpaLLeHmne
HECaHKLMOHMPOBAHHOIO A0CTYNa K MEPCOHANbHbIM AaHHbIM 1 (UNK) mepegayn UX nuLam,
HE MMeloLL MM NpaBa A0CTyna K TaKoi MH(opmauum;

6) CBOEBpeMEHHOe O06HapyXeHue (hakTOB  HecaHKLMOHWPOBAHHOro foctyna K
MePCOHaNIbHbIM [JaHHbIM;

B) HeJoNyLleHne BO3eNCTBUA Ha TEXHUYECKME CpeAcTBa aBTOMATU3NPOBaHHON 06paboTKu
NMepcoHanbHbIX [AaHHbIX, B pe3y/nbTaTe KOTOPOro MOXET OblTb  HapyleHo WUX
(PYHKUNOHUPOBaHWE;

r) BO3MOXHOCTb  HE3aMeA/INTENbHOr0  BOCCTAHOBNEHUS  MEPCOHa/bHbIX  [aHHbIX,
MOANGNLMPOBAHHbBIX UM YHUUTOXEHHbIX BCMEACTBME HECAHKLMOHMPOBAHHOIO A0CTyNa K
HUM;

[) TMOCTOSHHbIA KOHTPO/Mb 3a 06ecneyeHMeM YPOBHS 3alULLEHHOCTM MNEePCOHaNbHbIX
AaHHbIX.

12. Meponpuatua no obecrnevyeHUto 6€30NaCHOCTU MEPCOHaNbHbIX [aHHbIX MpU  UX
06paboTKe B MH(DOPMALMOHHbBIX CUCTEMAX BK/OYAKOT B Ce6A:

a) onpegeneHve yrpo3 6e30NacHOCTM MepcoHaNbHbIX [aHHbIX Npu uxX 06paboTke,
(hopMupoBaHMe Ha X OCHOBE MOAENN Yrpo3;

6) pa3paboTKy Ha OCHOBE MOLENN Yrpo3 CUCTEMbl 3aliMTbl MEePCOHaNIbHbIX [AaHHbIX,
obecneymBaroLLeli HeliTpanusaumno npeanonaraeMblX Yrpo3 ¢ MCNOMb30BaHWEM METOAOB U
CNoco60B 3alnTbl MEepPCOHaNbHbIX [AaHHbIX, MNPeAYyCMOTPEHHbIX AN COOTBETCTBYHOLLErO
Knacca MH(OpMaLuOHHbIX CUCTEM;

B) MPOBEPKY FOTOBHOCTW CPeACTB 3alUThl MHQOPMALMM K UCMONb30BAHMIO C COCTAaB/IEHUEM
3aK/TOUYEHUI 0 BO3MOXHOCTW MX IKCMyaTaLnu;

r) yCTaHOBKY ¥ BBOf B 3KCnayaTauuio CpefcTB 3awuTbl UHDOpMaUMn B COOTBETCTBUN C
3KCNAyaTauMOHHOM N TEXHNYECKOW AOKYMEHTaLNEN;

n) o6yuyeHue nuLl, WCMOMb3YHLMX CPeACTBA 3allUTbl MH(POPMALMK, NPUMEHSEMbIE B
MHAOOPMALMOHHBIX CUCTEMAX, NpaBuaaM paboThbl C HUMMK;



e) y4eT NpuMMeHseMbIX CPeACTB 3aliUTbl MHOPMaLMK, IKCMNYaTaUMOHHOW 1 TeXHUYECKO
AOKYMEHTaUWUW K HUM, HOCUTENen NepcoHanbHbIX AaHHbIX;

X) yyeT Nuu, AONYLLIeHHbIX K paboTe C MepPcoHanbHbIMU AaHHbIMW B UH(OPMALMOHHOM
CUCTEME;

3) KOHTPO/ib 3a CO6MOAEHVEM YCNOBUIA UCNOMb30BAHUA CPEACTB 3aluTbl MHGpOpMaL UK,
NpefyCMOTPEHHbIX 3KCMyaTaLMOHHOW N TEXHUYECKOW LOKYMeHTaumnen;

1) pa3bmpatenbCTBO M COCTaB/IEHWE 3aK/KUYEHWI NO (hakTam HeCco6AeHUS YCNOBUIA
XPaHeHUs  HOCUTeNei MNepcoHalbHbIX  [aHHbLIX, WCMONb30BaHWA  CPeACTB  3aWuThl
MH(opMaLuMn,  KOTOopble  MOFYT MNPUBECTUM K  HapyLWeHU  KOH(PUAEHLMANbHOCTM
NepcoHanbHbIX AaHHbIX WAN APYTUM HapyLleHUAM, MNPUBOAALLMM K CHUXEHUIO YPOBHS
3alWMUEHHOCTM  MepCOoHaNbHbIX  fAaHHbIX, pa3paboTKy W  NPUHATME  Mep MO
npefoTBPALLEHNIO BO3MOXHbIX OMACHbIX MOCNeACTBUIA NOA0OHbLIX HapPYLLEHWIA;

K) OornncaHme CUCTemMbl 3alllUTbl NEPCOHa/IbHbIX AaHHbIX.

13. Ons pa3paboTKM M OCYLLECTBIEHUA MeponpuaTMiA no obecrevyeHUo 6e30MacHOCTM
NnepcoHaNbHbIX JaHHbIX NPU UX 06paboTKe B MHPOPMAaLMOHHON CUCTEME OMEepaTopoM Wan
YNO/ITHOMOYEHHbIM  /IMLOM  MOXET Ha3HayaTbCA CTPYKTYpHOe MojpasfeneHne uam
AO/MKHOCTHOE nunuo  (paboTHWMK), OTBETCTBEHHbIe 3a 0b6ecrneyeHMe 6e30MacHOCTU
NMepCcoHanbHbIX JaHHbIX.

14.  Jlvya, [OCTYNn KOTOPbIX K MepcoHaNlbHbIM  fAaHHbIM, o06pabaTbiBaemMbiM B
MH(OPMALNOHHOW CcuUCTEME, HEeoOXOAUM ANs  BbINOJMIHEHUA CNYXeOHbIX (TPYLOBbIX)
0653aHHOCTe, LONYCKaTCA K COOTBETCTBYIOLWMM MEPCOHA/IbHbIM [AHHBIM Ha OCHOBAHWM
CMUCKa, YTBEPXAEHHOro 0NepaTopoM UAn YnoSIHOMOYEHHbLIM NLOM.

15. 3anpocbl MoMb30BaTeNieil MHHOPMAaLMOHHON CUCTEMbI Ha MOSyYeHWE MePCOHAabHbIX
AaHHbIX, BKKOYas NnL, yKasaHHbIX B MyHKTe 14 HacToswero MonoxeHns, a Takxe (akTbl
NpefoCTaBNeHNs  MNepPCOHaNbHbIX  [JaHHbIX MO  3TWM  3ampocaMm  PerucTpupyroTcs
aBTOMaTU3UPOBAHHLIMW CPeACTBAMU MH(OPMALMOHHOW CUCTEMbI B 3/IEKTPOHHOM XXypHane
obpawieHunii.  CopepXkaHuWe  3NEKTPOHHOTO  XKypHana  obpalwieHuWidA  NepuofnyecKu
MPOBepseTCA COOTBETCTBYHOWMMMN AOMKHOCTHBIMM NnLaMmn (paboTHMKaMK) onepaTtopa unn
YMOMTHOMOYEHHOT 0 nLa.

16. Mpu o6HapyXXeHWW HapylleHWi nopsaka NpefocTaBNeHUs MNEepPCOHaNbHbIX [aHHbIX
onepatop  MAM  YMO/SIHOMOYEHHOE  NINLO  He3aMef/IMTeNbHO  MPUOCTaHaBAMBAKOT
npefocTaBneHNe MePCoHaNbHbIX AaHHbLIX MO/b30BaTENAM WH(POPMALMOHHON CUCTEMbI [0
BbISIBNEHUS MPUUYNH HAPYLIEHWIA U YCTPAHEHUS 3TUX MPUUMH.

17. Peanusauuns TpeboBaHMI No obecrnevyeHUto 6e30MacHOCTM MHGoOpMauMn B cpeacTBax
3aWmMThl MHpOpPMaLMy Bo3naraeTca Ha Ux paspaboTHMKOB.

B oTHoweHWN pa3paboTaHHbIX WNHPOBATbHLIX (KPUNTOrpaMyecknx) CpPefcTB 3awuTbl
MH(popMauuu, npefHa3HayeHHbIX A obecneyeHns 6e30MacHOCTU NEPCOHasNbHbIX AaHHbIX
npy ux 06paboTke B MHMOPMALMOHHLIX CUCTEMAx, MPOBOAATCA TemaTu4yeckue



nccnefoBaHWs W KOHTPONbHble TeMaTMYeCKMe WCCNeAoBaHMs B LENsSX NPOBEPKU
BbINONHEeHNS TpeboBaHMIAi No 6e30MacHOCTM MHGopMauuu. Mpu 3TOM Nog TeMaTUYecKUMU
nccnefoBaHUAMI MOHUMAOTCS KpunTorpaduyeckne, WHXeHEPHO-KpUNTorpaguueckme u
cneymanbHble UCCNef0BaHWUs CPeACTB 3allMTbl MH(MOPMALMM U creunanbHble pa6oTbl C
TEXHUYECKUMU  CPEACTBAMM  UH(OPMALMOHHBLIX CUCTEM, a MNOJ  KOHTPONbHbIMY
TeMaTUYeCKUMU  UCCNe0BaHMAMM -  MNEPUOAUYECKN  MNPOBOAUMBIE  TEMATUUYECKME
nccneaoBaHms.

KOHKpeTHble ~ CPOKM  NpOBeAeHWS  KOHTPONbHbIX  TeMaTUYeCKUX  uccnefoBaHuii
onpeaensaTcs deaepansHoOM cnyx60i 6esonacHocT Poccuitckoin deaepayuu.

18. Pe3ynbTaTbl OLEHKM COOTBETCTBMA W (MM) TeMaTUYeCKUX WccnefoBaHWn CpeacTs
3aWnTbl MHpOpMaLnKn, npefHasHavyeHHbIX 4NA obecneyeHns 6€30MacHOCTU NepCoHasbHbIX
AaHHbIX MpU UX 06paboTKe B MH(POPMALMOHHbLIX CUCTEMAX, OLEHMBAKOTCA B X0f4e
3KCNepTusbl, ocyulecTBnsieMont deaepanbHOM CNYXO0M NO TEXHUYECKOMY M 3KCMOPTHOMY
KOHTponto n PepepanbHOin cnyxb6oi 6esonacHocTu Poccuiickon defepauunmn B npegenax
NX NOTHOMOYMNIA.

19. K cpegctBam  3aWuUTbl  MHGOPMauuK, nNpefHa3HayYeHHbIM Ana  obecneyeHus
6€30MacHOCTM MepCoHabHbIX AaHHbIX MPU UX 06paboTKe B MH(OPMALMOHHbIX CUCTEMaX,
npunaralwTca npasBuia Nosb30BaHUA 3TUMMK CPeACTBaMU, COrfacoBaHHble ¢ PeaepanbHON
CNy>X60 N0 TEXHUYECKOMY W 3KCMOPTHOMY KOHTponto u degepansHON  cnyx60i
6esonacHocTn Poccuiickoin defepaunn B npegenax nx nNosHOMOUUA.

M3MeHeHVe YCNoBUIA MNPUMEHEHUA CPeACTB 3aliuTbl UHDOpMauunM, npeaycMOTPEeHHbIX
YKa3aHHbIMW  NpaBuWnamu, COrfacoBbiBaeTcA C  3TUMKM  (hefepanbHbIMU  OpraHamu
NCNONHUTENbLHOM BNAcTU B Npejeniax Ux noaHOMOYUIA.

20. CpefcTBa 3awutbl MHGpOPMaLMK, npegHasHayeHHble And obecneyeHnsa 6e30MacHOCTU
NepcoHanbHbIX fAaHHbIX MpPU UX 00paboTKe B MH(OPMALMOHHBLIX CUCTEMaxX, NoAnexar
YyYeTy C MCMONb30BaHWEM WHAEKCOB W/W YC/IOBHbIX HaWMMEHOBaHWN U PerucTpaunoHHbIX
HOMepoB. [MepeyeHb WHAEKCOB, YC/OBHbIX HAaWMMEHOBaHWUIA N PerncTpaumMoHHbIX HOMepPOB
onpeaenseTca denepanbHOW CAyX60iM NO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPO/O U
depnepansHoit  cnyx6oir 6eszonacHocTM  Poccuiickot  ®defepaumm B npefenax  UX
NOTHOMOYMNIA.

21. OcobeHHOCTM pa3paboTku, MNPOM3BOACTBA, peanusaumm K1 3KcnayaTauuu
LWNMPOBaNbHBIX (KpUNTOrpanyecknx) CpeacTs 3awWmnTbl MHpOPMaLUM U NpeLoCTaBNeHNS
YCNyr no WNpPOoBaHNIKO MEPCOHaNIbHbIX AaHHbIX NpU MX 06paboTKe B MHPOPMaLUOHHbIX
cuctemax yctaHaBnuatoTca  PepepanbHoil  cnyxb6on  6ezonacHoOCTM  Poccuinckoi
depepaymn.



